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1. Purpose of this policy
This policy sets out how Hearts in the Stand (“we”, “our”) protects digital information, online systems, and communication channels from cyber threats. Its purpose is to ensure volunteers understand how to keep data secure and prevent accidental or malicious breaches.
2. Our commitment
We will:
· Protect personal and organisational data
· Use secure systems and tools
· Train volunteers in safe online practices
· Respond quickly to cyber incidents
· Comply with UK GDPR and data protection laws
· Review risks regularly
3. Who this policy applies to
This policy applies to:
· All volunteers
· Board members
· Contractors or partners with access to our systems
· Anyone handling digital information on behalf of the organisation
4. Cyber security risks
We recognise risks such as:
· Phishing emails
· Malware or viruses
· Unauthorised access to accounts
· Data breaches
· Loss or theft of devices
· Weak passwords
· Social engineering
· Accidental sharing of sensitive information
5. Approved systems and tools
Volunteers must use:
· Official organisational email accounts (where provided)
· Approved cloud storage (e.g., OneDrive, Google Drive)
· Approved communication channels (e.g., WhatsApp groups, Teams)
· Secure event or ticketing platforms
Volunteers must not use personal accounts to store or share organisational data.
6. Passwords and account security
Volunteers must:
· Use strong, unique passwords
· Enable two‑factor authentication (2FA) where possible
· Never share passwords
· Change passwords if a breach is suspected
· Log out of shared or public devices
Passwords must not be written down or stored in unsecured locations.
7. Email and communication safety
Volunteers must:
· Be cautious of unexpected attachments or links
· Verify suspicious messages before responding
· Avoid sending sensitive data via email unless necessary
· Use BCC when emailing groups
· Report phishing attempts
We do not tolerate misuse of organisational email accounts.
8. Device security
Volunteers must ensure that:
· Devices used for volunteering are password‑protected
· Software and antivirus tools are up to date
· Lost or stolen devices are reported immediately
· Public Wi‑Fi is avoided for sensitive tasks
· Screens are locked when unattended
Personal devices may be used only if they meet these standards.
9. Data storage and sharing
Volunteers must:
· Store data only in approved cloud systems
· Avoid downloading files unnecessarily
· Delete data securely when no longer needed
· Share files only with authorised individuals
· Avoid using USB sticks unless encrypted
Sensitive data must always be handled with extra care.
10. social media and online presence
Volunteers must:
· Follow the social media Policy
· Avoid sharing internal information publicly
· Protect login details for organisational accounts
· Report suspicious activity on social platforms
11. Online meetings and digital events
Volunteers should:
· Use approved meeting platforms
· Avoid sharing meeting links publicly
· Use waiting rooms or passwords for sensitive meetings
· Ensure backgrounds do not reveal personal information
12. Incident reporting
Volunteers must report immediately if:
· A device is lost or stolen
· An account is compromised
· A suspicious email is opened
· Data is sent to the wrong person
· Malware or viruses are detected
· They suspect a cyber attack
Reports should be made to the Volunteer Lead or Data Protection Lead.
13. Responding to cyber incidents
When an incident occurs, we will:
1. Secure affected accounts or devices
2. Assess the severity of the breach
3. Contain and remove threats
4. Notify affected individuals if necessary
5. Report serious breaches to the ICO within 72 hours
6. Review and improve security measures
14. Training and awareness
Volunteers may receive training in:
· Password safety
· Phishing awareness
· Data protection
· Safe online communication
· Device security
Training is refreshed annually.
15. Review of this policy
This policy is reviewed annually or sooner if:
· New cyber risks emerge
· Systems or tools change
· Legislation changes


